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OBJECTIVE Explain why automotive software developers need to see beyond

ISO/SAE 21434 to ensure effective cybersecurity and how that goal
can be achieved using TrustinSoft Analyzer.

COPY EXCERPT

ISO/SAE 21434 from a Software Development Perspective

How sound, exhaustive static analysis can help ensure air-tight
automotive cybersecurity while lowering its costs

TrustinSoft Analyzer — the ultimate weapon
against undefined behaviors

We mentioned earlier that the systematic detection of undefined
behaviors requires a specialized, purpose-built tool. That tool is
TrustinSoft Analyzer.

TrustinSoft Analyzer is a hybrid code analyzer that combines
static and dynamic analysis techniques together with formal
methods to produce existence proofs of properties that cannot
be confirmed using static techniques only.? It is the formal
methods that are key to these existence proofs.
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What’s more, a state-of-the-art formal methods tool can answer those questions automatically.

TrustinSoft Analyzer is a sound formal methods tool designed specifically to detect undefined
behaviors. An analyzer is considered “sound” with respect to a specific guideline if it cannot
give a false-negative result—if it finds all violations of the guideline within the program.

In other words, when TrustinSoft Analyzer is used to exhaustively analyze a program for
specific undefined behaviors, it will find all instances of those undefined behaviors. It will
report every UB in your code. Once those instances have been eliminated, you have an
absolute guarantee that those undefined behaviors cannot occur in the program.

Thanks to its soundness, TrustinSoft Analyzer provides you, your customer, and any
regulatory authorities with proof that no undefined behaviors exist within your software.

In addition, TrustinSoft Analyzer accounts for the configuration of your target hardware. It
provides target emulation for embedded hardware platforms that enables testing in an
environment that closely resembles your target architecture. Target emulation helps you find
vulnerabilities that unit testing in a host environment cannot possibly reveal. And everything
that can change from one platform to another is configurable in the Analyzer...
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